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INTRODUCTION 
 

●​ General context and introduction 
 

In a context where digital transformation exposes businesses to an increasing attack surface, 
removable USB devices represent one of the most underestimated intrusion vectors. 
According to the Verizon Data Breach Investigations Report 2023, sixty-eight percent of data 
breaches involve a human element, including the careless use of external devices. 
 
USB attacks take many forms: traditional ransomware exploiting autoexecution, BadUSB 
attacks targeting controller firmware, and data exfiltration by malicious insiders. The 2017 
NotPetya incident, which partially spread via USB devices in isolated industrial 
environments, caused over ten billion dollars in damages worldwide. 
 
For SMEs, acquiring commercial EDR solutions like CrowdStrike or Carbon Black 
represents a prohibitive investment ranging from forty to sixty euros per endpoint per month, 
not including the necessary infrastructure and expertise costs. 
 

●​ Project presentation 
 
Over eight weeks representing approximately one hundred and sixty hours of work, I 
designed and developed PortGuardian Enterprise v2.1, an automated USB threat detection 
and response system adapted to the constraints of SMEs. 
 
The system relies on a six-level, multi-layered detection architecture combining hash 
signatures, filename heuristics, Shannon entropy analysis, extension mismatch detection, PE 
import analysis, and IOC extraction. This defense-in-depth approach enables the detection of 
both known malware and emerging, unsigned threats. 
 
Main features implemented: 
 

●​ Real-time detection via Windows Management Instrumentation (WMI) 
●​ 6-layer forensic engine with dynamic threat scoring 
●​ Hot-rechargeable SHA-256 hash signature database 
●​ Automatic ejection of infected devices 
●​ Automated network isolation via Windows Firewall and adapter disabling 
●​ Splunk Enterprise integration with Syslog protocol for WARN and CRITICAL alerts 

only 
●​ Secure restoration protected by a SOC Admin password 
●​ PyQt6 graphical interface with real-time console 
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Deployed technical environment: 
 
The project was developed and tested in a professional environment including Windows 10 
Pro clients and a Windows Server 2019 infrastructure hosting Splunk Enterprise for 
centralizing security events. 
 

●​ Problematic  
 

This project addresses the following problem:How can a network administrator 
automatically detect and contain USB threats in real time with a multi-layered 
approach, while centralizing alerts in an enterprise SIEM, and do so with limited 
resources? 
 
The objectives are threefold: 
 
From a technical point of view, develop an autonomous endpoint agent capable of 
monitoring USB insertions in real time and automating the response according to security 
playbooks, with a detection delay of less than one second and isolation in less than five 
seconds. 
 
From a security standpoint, implement a multi-layered detection engine combining several 
complementary techniques to maximize the detection rate while minimizing false positives, 
with automatic ejection of the infected device and network isolation to prevent lateral spread. 
 
In terms of integration, ensure interoperability with Splunk Enterprise via the standard 
Syslog protocol, by intelligently filtering events to only raise WARN and CRITICAL alerts in 
order to avoid SIEM saturation and SOC analyst fatigue. 
 

●​ Plan Announcement 
 
This report is structured in three main parts. 
 
Part Onepresents the context and environment of the project by analyzing enterprise USB 
threats, existing solutions, and the technical infrastructure deployed with Windows Server 
2019 and Splunk Enterprise. 
 
Part Twodetails the Agile methodology adopted and the technical architecture of the system, 
with an in-depth presentation of the six-layer detection engine and Splunk integration. 
Part ThreeIt presents the concrete achievement with screenshots, the results of the validation 
tests, the skills acquired and the difficulties overcome during development. 
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I. PROJECT ENVIRONMENT AND CONTEXT 
 

●​ A. The enterprise cybersecurity sector 
 

1.​USB threats in a professional environment 
 
USB devices are a preferred attack vector, combining ubiquity, high storage capacity, and 
bypassing of network protections through direct physical contact. 
 
USB ransomware remains a persistent threat. The WannaCry ransomware attack in 2017 
spread primarily via USB drives in environments disconnected from the internet. An 
employee plugging an infected drive into their workstation can compromise the entire 
corporate network within minutes. According to the Ponemon Institute (2023), the average 
cost of a ransomware attack is $4.5 million, including the ransom, downtime, and data loss. 
 
BadUSB attacks exploit the firmware of USB controllers. By reprogramming the 
microcontroller, an attacker transforms a USB drive into a Human Interface Device (HID) 
that emulates a keyboard. Once plugged in, the drive executes programmed keystroke 
sequences to download and run malicious payloads. Traditional antivirus software cannot 
scan the controller firmware, making this attack virtually undetectable by conventional 
means. 
 
Data exfiltration is a major insider threat. Modern USB drives, offering up to two terabytes of 
storage, enable the exfiltration of substantial volumes of sensitive data. According to the 
Cybersecurity Insiders 2023 study, 56 percent of insider breaches used removable storage 
devices. A malicious or compromised employee can copy an entire customer database in 
minutes. 
 
USB drops (social engineering) exploit human cognitive biases. A 2016 study from the 
University of Illinois demonstrated that 48 percent of found USB drives were plugged in out 
of curiosity, and 45 percent of users opened at least one file. Attackers deliberately scatter 
infected drives in company parking lots or smoking areas, counting on employees' natural 
curiosity. 
 
The NotPetya attack dramatically illustrates the danger of physical attack vectors. This 
destructive malware, disguised as ransomware, spread via multiple vectors, including USB 
devices, particularly in air-gapped industrial environments. The overall financial impact 
exceeded ten billion dollars, with companies like Maersk and Saint-Gobain paralyzed for 
weeks. 
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2.​Comparative analysis of existing solutions 
 
The market offers three main categories of solutions with distinct advantages and limitations. 
 
Solutions EDR commerciales (CrowdStrike, Carbon Black, Microsoft Defender for 
Endpoint): 
 
These solutions offer advanced detection through machine learning and real-time behavioral 
analysis with extensive forensic capabilities, cloud-native integration, and 24/7 professional 
support. However, their cost ranges from forty-five to seventy euros per endpoint per month, 
or twenty-seven thousand to forty-two thousand euros annually for fifty workstations. They 
also require a permanent cloud infrastructure, raising issues of data sovereignty and 
dependence on internet connectivity, as well as specialized expertise for administration and 
tuning of detection rules. 
 
Device management solutions (DeviceLock, Endpoint Protector, Active Directory GPO): 
 
These solutions allow for granular control of USB ports with whitelisting by serial number or 
VID/PID, selective blocking by device type, and centralized event logging. Their cost is 
moderate, between twenty and thirty-five euros per endpoint per month. However, they have 
major limitations: no malware detection capability (all-or-nothing binary blocking), a 
preventative approach that reduces the productivity of legitimate users, and the possibility of 
circumvention through VID/PID obfuscation techniques. 
 
Open source solutions (OSSEC, Wazuh, USBGuard): 
 
These free solutions with auditable source code offer complete customization and eliminate 
licensing costs. However, OSSEC and Wazuh lack specialized USB modules requiring full 
custom development, USBGuard is only compatible with Linux and has no Windows 
support, and all have a very steep learning curve with fragmented documentation and a lack 
of professional support. 
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Summary comparative table: 
 

 
 

3. Positioning of PortGuardian Enterprise 
 
PortGuardian Enterprise positions itself as an optimal intermediate solution for SMEs, 
combining technical sophistication and economic accessibility. 
 
Technical differentiation: 
 
The six-level multi-layer detection engineconstitutes the main innovation. Unlike machine 
learning-based EDRs that require massive datasets and cloud computing power, PortGuardian 
intelligently combines six complementary techniques: SHA-256 hash signatures for detecting 
known malware, filename heuristics identifying suspicious patterns (trojan, ransomware, 
backdoor), Shannon entropy analysis detecting the packing and encryption characteristic of 
malware, extension mismatch detection revealing disguised files, PE import analysis 
identifying dangerous Windows APIs (VirtualAlloc, WriteProcessMemory, 
CreateRemoteThread), and IOC extraction in the form of IP addresses for enriching firewall 
rules. 
 
This defense-in-depth approach ensures that sophisticated malware bypassing one layer will 
be detected by the others. 
 
Automatic ejection of the infected deviceThis is a rare feature, even in high-end 
commercial EDR systems. As soon as a critical threat is detected (score ≥ 85), the system 
physically ejects the device via mountvol and diskpart before the user can even interact. This 
sub-second response prevents manual propagation through file copying. 
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Complete network isolationIt combines three mechanisms: creating Windows Firewall rules 
that block all incoming and outgoing traffic, modifying the global firewall policy to a total 
block, and physically disabling network adapters via the netsh interface. This triple isolation 
ensures that no network communication is possible even if the user attempts to disable the 
firewall. 
 
Optimized Splunk Enterprise integrationIt intelligently filters events to only report WARN 
alerts (unauthorized device, suspicious file) and CRITICAL alerts (malware detected, 
isolation enabled). This approach prevents SIEM overload with routine INFO events and 
reduces SOC analyst fatigue, allowing them to focus on genuine threats. The structured JSON 
format facilitates parsing and the creation of custom Splunk dashboards. 
 
Competitive advantages for SMEs: 
 
The total cost of ownership is zeroeliminates the financial barrier. An SME with fifty 
employees saves between twenty-seven thousand and forty-two thousand euros annually 
compared to a commercial EDR, a budget that can be reallocated to other critical security 
investments such as employee training in best practices, external security audits, or the 
implementation of multi-factor authentication. 
 
The absence of cloud dependencyIt guarantees data sovereignty and eliminates connectivity 
issues. The agent operates in standalone mode without requiring an internet connection, 
making it ideal for industrial environments, research laboratories, or critical infrastructure 
requiring an air gap. 
 
Operational simplicityreduces hidden costs. No dedicated server infrastructure is required, 
configuration is limited to editing a hash text file and a Splunk IP parameter, and daily 
administration is minimal with hot reloading of the signature database without rebooting. 
 

●​B. Technical Environment and Infrastructure 
 
1. Deployed network architecture 

 
The project was developed and validated in an environment representative of a professional 
SME infrastructure. 
 
Physical architecture: 
 
The infrastructure includes a Windows Server 2019 server hosting Splunk Enterprise 9.x with 
the role of centralized security event collector, configured with a static IP address 
192.168.1.50 and UDP port 514 for receiving syslog. The server has 8 GB of RAM and 100 
GB of dedicated log storage with automatic rotation after 30 days. 
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Two Windows 10 Pro 64-bit client workstations serve as test endpoints representative of 
enterprise user workstations, members of the Active Directory domain with standard group 
policies, and running PortGuardian Enterprise in service mode with local administrator 
privileges. 
 
The local network is structured as a single VLAN 192.168.1.0/24 for testing simplification, 
with a router/firewall providing the Internet gateway and a Gigabit Ethernet managed switch 
for interconnection. 
 
Flux de communication: 
 
PortGuardian agents on clients detect USB insertions via local WMI without network 
communication. In the event of a WARN or CRITICAL threat, the agents send a UDP Syslog 
datagram to 192.168.1.50:514. The Splunk server ingests the messages, parses the JSON, and 
indexes the events. SOC analysts consult the Splunk dashboard for real-time monitoring and 
incident reporting. 
 
This unidirectional architecture(clients → server)minimizes the attack surface and ensures 
that a client compromise does not impact the SIEM. 
 

2. Technological choices and justifications 
 
Python 3.9 as the primary language: 
 
Python was chosen for its clear and expressive syntax reducing bugs and accelerating 
development, its rich ecosystem with mature libraries (wmi, PyQt6, requests), its 
cross-platform compatibility facilitating a future Linux/macOS port, and its automatic 
memory management avoiding buffer overflow vulnerabilities common in C/C++. 
 
WMI (Windows Management Instrumentation): 
 
WMI is the native Microsoft API for system querying. The Win32_VolumeChangeEvent 
class with EventType=2 detects volume insertions in real time with latency < 500ms. 
Win32_LogicalDisk provides detailed metadata (serial number, label, filesystem, capacity). 
This native approach ensures compatibility with all Windows versions since XP and avoids 
external dependencies. 
 
PyQt6 for the graphical interface: 
 
PyQt6 offers rich and professional widgets with a native Windows appearance, an elegant 
signals/slots system for thread-safe communication between the WMI and GUI threads, 
native threading support via QThread to prevent interface deadlocks, and comprehensive 
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documentation with a large community. The Tkinter alternative would have been too 
rudimentary, while WPF/C# would have required learning a new language. 
 
SHA-256 hashing as the primary signature method: 
 
The SHA-256 hash produces a 256-bit fingerprint, guaranteeing uniqueness (negligible 
collision probability), resisting pre-image and collision attacks, and is an industry standard 
used by VirusTotal, MISP, and all TI feeds. The simple text-based database allows for manual 
hash addition or bulk import from OSINT feeds. Hot reloading via a GUI button prevents 
disruptive restarts. 
 
Splunk Enterprise as a SIEM: 
 
Splunk Enterprise was chosen for its powerful indexing and search capabilities with SPL 
(Search Processing Language) enabling complex queries on terabytes of data, its 
customizable real-time dashboards with interactive drill-down, its advanced alerting 
capabilities with email/SMS/Slack notifications, and its market-leading position ensuring 
compatibility with enterprise security ecosystems. 
 
Although Splunk is a paid product (around €2000/GB/day indexed), a free 500MB/day 
license is more than enough for critical USB alerts in an SME with 50-100 employees, 
making the solution economically viable. 
 
Protocole Syslog RFC 5424: 
 
Syslog is the universal network logging protocol. RFC 5424 defines a structured format with 
calculated priority (facility * 8 + severity), an ISO 8601 UTC timestamp for international 
traceability, a hostname identifying the source, and a JSON message for automated parsing. 
UDP port 514 guarantees minimal latency (< 10ms local network) without TCP connection 
overhead, which is acceptable because the occasional loss of a log packet is not critical for 
alerts (redundancy via local logs). 
 
Multi-mechanism network isolation: 
 
Three redundant mechanisms guarantee the insulation: 
 

1.​ Windows Firewall rules via netsh advfirewall creating rules to block 
incoming/outgoing traffic from all profiles (domain, private, public) 

2.​ Global firewall policy modified to blockinbound, blockoutbound by default deny-all 
3.​ Physically disable the adapters via `netsh interface set interface admin=disable` for 

each detected NIC. 
 
This defense-in-depth approach guarantees isolation even if the user has privileges to modify 
the firewall. Only restoration via the SOC Admin password allows for recovery. 
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USB Auto-Ejection: 
 
The ejection process combines mountvol (unmounting the volume) and diskpart (removing 
the logical disk). This dual approach maximizes cross-Windows compatibility (7/8/10/11) 
and ensures ejection even with open files (force dismount). The ejection within 5 seconds of 
detection prevents user interaction and manual propagation. 
 
 

II. TECHNICAL AND METHODOLOGICAL 
FRAMEWORK 
 

●​A. Agile Project Methodology 
 
1. Organization into sprints and deliverables 
 
For this eight-week project, I adopted an Agile Scrum approach adapted to the individual 
context with weekly supervision from the trainer. 
 
Adaptation for individual project: 
 
Daily Standups were replaced by a daily log in Markdown, systematically documenting 
completed tasks, problems encountered, and architectural decisions. Sprint Reviews took the 
form of weekly demonstrations for the trainer, showcasing implemented features and 
providing immediate feedback. The backlog was managed via Trello with four simple 
columns: To Do, In Progress, Testing, and Done. 
 
Definition of Done: 
 
A feature is considered complete when: the code is written and functionally tested, the 
technical documentation (Python docstrings) is complete, the demonstration to the trainer is 
validated without reservation, the integration with existing modules is verified without 
regression, and the Git commit has a descriptive message according to Conventional 
Commits. 
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Organization into four two-week sprints: 
 
Sprint 0 (Week 0) - Research and design: 
 

●​ Analysis of USB threats and literature review (ANSSI, Verizon DBIR) 
●​ Comparative study of existing solutions (CrowdStrike, DeviceLock, USBGuard) 
●​ 6-level multi-layered architectural design 
●​ Setting up a development environment (Python 3.9, PyQt6, VirtualBox) 
●​ Installation Windows Server 2019 et Splunk Enterprise 
●​ Deliverable: Validated functional specifications and technical architecture 

 
Sprint 1 (Weeks 1-2) - USB detection and signature database: 
 

●​ Implementation of WMI monitoring with Win32_VolumeChangeEvent (6h) 
●​ Extraction métadonnées (serial, label, filesystem) via Win32_LogicalDisk (4h) 
●​ Creation of a blacklist hash database with hot reloading (5 hours) 
●​ Basic PyQt6 console interface with real-time logs (5 hours) 
●​ Tests with 10 different USB drives (3 hours) 
●​ Deliverable: Functional USB detection < 1s with serial verification 

 
Sprint 2 (Weeks 3-4) - Multi-layered forensic engine: 
 

●​ Layer 1: SHA-256 hash calculation in streaming chunks (4h) 
●​ Layer 2: Heuristic detection of suspicious filenames (3h) 
●​ Layer 3: Shannon entropy calculation to detect packing (6h) 
●​ Layer 4: Détection discordance d'extensions (MZ header vs . txt) (4h) 
●​ Layer 5: Analysis of PE imports searching for dangerous APIs (8h) 
●​ Layer 6: Extraction IOCs (adresses IP) via regex (4h) 
●​ Additive scoring system with threshold-based classification (5 hours) 
●​ Testing with EICAR and test malware (3 hours) 
●​ Deliverable: 6-layer detection engine with functional scoring 

 
Sprint 3 (Weeks 5-6) - Automated response and Splunk integration: 
 

●​ Automatic USB ejection via mountvol + diskpart (6h) 
●​ Triple-layer network isolation (firewall + policy + disable adapters) (8h) 
●​ Client Syslog RFC 5424 with structured JSON format (5h) 
●​ Configuration Splunk Enterprise avec parsing JSON (4h) 
●​ Intelligent filtering (only WARN and CRITICAL to Splunk) (3h) 
●​ Secure restoration with password authentication (4 hours) 
●​ Tests end-to-end avec validation Splunk dashboard (5h) 
●​ Deliverable: Complete system with automatic isolation and Splunk alerting 
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Sprint 4 (Weeks 7-8) - Finalization and documentation: 
 

●​ Code refactoring and optimization (8 hours) 
●​ Final PyQt6 interface with professional dark theme (6 hours) 
●​ Error handling and edge cases (privileges, corrupted volumes) (5 hours) 
●​ Screenshots and demonstration videos (4 hours) 
●​ Administrator manual writing (6 hours) 
●​ Project report writing (18 hours) 
●​ User testing with 3 administrators (3 hours) 
●​ Preparation for presentation and defense (5 hours) 
●​ Deliverable:Production-ready system with complete documentation 

 

2. Technical Risk Management 
 
Proactive risk management was integrated from the design phase. 
 
Risk 1: WMI instability under load 
 

●​ Probability: Average 
●​ Impact: Critical (compromises basic detection) 
●​ Mitigation: WMI timeout of 1000ms preventing infinite blocking, 

wmi.x_wmi_timed_out exception handling to continue monitoring, and stress testing 
with repeated rapid USB insertions. 

●​ Result: No instability detected after 100+ rapid insertions/removals 
 
Risk 2: Massive false positives 
 

●​ Probability: High 
●​ Impact: High (analyst fatigue, system downtime) 
●​ Mitigation: Empirical calibration of scoring thresholds (entropy > 7.2 optimized after 

testing), Splunk filtering (only WARN/CRITICAL), and tests with legitimate files 
(ZIP, installers) 

●​ Result: False positive rate < 5% after adjustment 
 
Risk 3: Network isolation failure 
 

●​ Probability: Low 
●​ Impact: Critical (lateral spread possible) 
●​ Mitigation: Triple redundant mechanism (firewall + policy + disable NICs), 

post-isolation verification with ping test, and tests on Windows 10 build 1909/21H2 
and Windows 11 

●​ Result: 100% isolation success rate out of 30 tests 
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Risk 4: Splunk message loss 
 

●​ Probability: Low 
●​ Impact: Medium (reduced visibility) 
●​ Mitigation: 2-second UDP socket timeout with retry, redundant local logs in 

incidents.log, and Splunk monitoring with alerts for absence of heartbeat 
●​ Result: 99.8% reliability (2 packets lost out of 1000 sent) 

 
Risk 5: Bypass by advanced user 
 

●​ Probability: Low 
●​ Impact: High (system failure) 
●​ Mitigation: Password-protected restoration via SOC Admin, disabling task manager 

via GPO (recommended), and monitoring logs to detect bypass attempts 
●​ Result: No successful workarounds during user testing 

 
 

●​ B. Technical architecture of the system 
         
      1. Multi-layer (6-layer) detection engine 
 
The core of PortGuardian Enterprise is based on a six-layer independent defense-in-depth 
detection architecture that allows it to detect threats even if a single layer fails. 
 
LAYER 1: Hash-Based Signature Detection 
 
This layer constitutes the first line of defense against known malware. 
 

 
 
Streaming SHA-256 hashing in 8 KB chunks allows for the processing of multi-gigabyte files 
without saturating memory. The calculated hash is compared to the signature database loaded 
from hash_blacklist.txt. This database includes the EICAR demonstration hash and can be 
enriched manually or via the import of OSINT feeds (AlienVault OTX, MISP). 
 
Advantage: Instant detection of known malware with 100% certainty (no false positives). 
Limitation: Ineffective against new or slightly modified malware (a single byte changed = 
totally different hash). 
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LAYER 2: Filename Heuristics 
 
This layer detects suspicious filenames containing malicious keywords. 
 

 
 
Malware often uses descriptive names for the attacker (e.g., trojan_injector.exe, 
backdoor_v2.dll) or easily identifiable disguised names (invoice_malware.pdf.exe). 
 
Advantage: Fast detection without content analysis, effective against poorly obfuscated 
malware. 
Limitation: Easily circumvented by renaming the file. 
 
LAYER 3: Shannon Entropy Analysis 
 

 
Shannon entropy measures the randomness of data on a scale from 0 (uniform data) to 8 
(perfect random noise). Text files have an entropy of approximately 3–4, compressed files 
approximately 6–7, and encrypted/packed files approximately 7.5–8. A threshold of 7.2 was 
empirically determined to be optimal after testing on 200 samples. 
 
Advantage: Detects malware obfuscated by packing/encryption even if the hash is unknown. 
Limitation: Generates false positives on legitimate compressed files (ZIP, 7z, installers). 
 
LAYER 4: Extension Mismatch Detection 
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This layer detects files disguised with a misleading extension. 
 

 
 
Attackers often try to disguise executables as harmless files (e.g., invoice.pdf.exe with a PDF 
icon, or photo.jpg which is actually a PE file). This layer reads the file's magic bytes and 
compares them to the declared extension. 
 
Advantage: Detects obvious attempts at social engineering. 
Limitation: Does not detect script executables (BAT, VBS, PS1) without a binary header. 
 
LAYER 5: PE Import Analysis 
 
This layer analyzes Windows function imports to detect malicious behavior. 
 

 
Malware uses specific combinations of Windows APIs for its malicious operations: code 
injection (WriteProcessMemory + CreateRemoteThread), persistence (RegSetValue on Run 
keys), and C2 communication (InternetOpen + URLDownloadToFile). The presence of three 
or more suspicious APIs indicates potentially malicious behavior. 
 
Advantage: Detects sophisticated malware by its expected behavior, even if the code is 
obfuscated. 
Limitation: Generates false positives on complex legitimate software (installers, system 
tools). 
 

 
 

Directed by: Walid Gourideche – Yassine Laalaoua Supervisor/Trainer: Abdelmajid Lamkadam 
 

17 



 
LAYER 6: IOC Extraction (IP Addresses) 
 
This layer extracts indicators of compromise embedded in the binaries. 
 

 
 
Malware often contains hardcoded IP addresses of C2 servers, payload download servers, or 
exfiltration servers. Extracting these IOCs allows for their immediate blocking at the 
perimeter firewall or IPS level. 
 
Advantage: Provides actionable data to enhance network defense. 
Limitation: Advanced malware uses DGA (Domain Generation Algorithm) or Tor, without 
hardcoded IP. 
 
 
Unified scoring system: 
 
The six layers contribute to an overall threat score out of 100 points: 
 

●​ Hash match: 100 points (definite detection) 
●​ Keyword filename: 90 points (very suspicious) 
●​ Extension mismatch: 85 points (very suspicious) 
●​ Entropy > 7.2: 70 points (suspect) 
●​ 3+ suspicious APIs: 75 points (suspect) 
●​ 2+ embedded IPs: 60 points (moderate) 

 
Classification by thresholds: 
 

●​ Score ≥ 85: CRITICAL → USB Ejection + Network Isolation + Splunk Alert 
CRITICAL 

●​ Score 60-84: WARN → Splunk WARN alert only 
●​ Score < 60: CLEAN → No action required (local log only) 
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This approach allows for a graduated response adapted to the level of certainty. 
 

2. Functional Modules and Data Flows 
 
The software architecture is structured around seven main modules communicating via PyQt6 
signals. 
 
Module 1: USBMonitor (QThread) 
 
WMI monitoring thread running continuously in the background. 
 

 
 
Responsibilities: Detection of USB insertions, extraction of metadata (serial, label), whitelist 
verification (authorized serials), triggering of the forensic scan. 
 
 
Module 2: ThreatIntelManager 
 
Hash signature database management. 
 

 
 
Responsibilities: Loading hash_blacklist.txt at startup, hot reloading via GUI button, quick 
comparison via set (O(1) lookup). 
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Module 3: ForensicsEngine 
 
Forensic analysis engine implementing the 6 detection layers. 
 

 
Responsibilities: Analyze each file on the USB device, calculate the threat score, generate the 
ThreatReport with details. 
 
Module 4: NetworkOps 
 
Management of critical network operations. 
 

 
 
Responsibilities: Sending Splunk alerts via Syslog, triple-layer network isolation, automatic 
USB ejection, secure restore. 
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Module 5: AdminDashboard (QMainWindow) 
 
Main graphical interface with real-time console. 
 

 
 
Responsibilities: Displaying real-time colored logs, managing buttons (Reload DB, Open DB, 
Restore Network), displaying system status, orchestrating signals between threads. 
 
Full data stream: 
 

1.​ USB Insertion → Win32_VolumeChangeEvent detected by USBMonitor 
2.​ Metadata extraction → Win32_LogicalDisk (serial, label, filesystem) 
3.​ Whitelist verification → If serial number authorized → END (local INFO log only) 
4.​ If unauthorized → Splunk WARN alert + Forensic scan starts 
5.​ For each file, ForensicsEngine applies 6 layers and calculates the score. 
6.​ Si score ≥ 85 → NetworkOps. eject_usb_drive() + isolate_endpoint() + Splunk 

CRITICAL 
7.​ If score 60-84 → Splunk WARN only 
8.​ AdminDashboard → Display results + "Restore Network" button if isolated 
9.​ Restore → SOC password prompt → restore_network() + Splunk WARN 

 
 

3. Splunk SIEM Integration 
 
Integration with Splunk Enterprise is a key feature for centralized monitoring. 
 
Protocole Syslog RFC 5424: 
 
The message format strictly complies with RFC 5424 for universal compatibility. 
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Intelligent filtering: 
 
Only WARN and CRITICAL events are passed to Splunk to avoid overloading it: 
 

●​ WARN: Unauthorized device detected, suspicious file (score 60-84), scan completed 
with suspicious items 

●​ CRITICAL: Malware detected (score ≥ 85), network isolation enabled, USB ejection 
performed 
 

INFO events (authorized device, clean file) remain in local logs only. 
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Alert structure: 
 
Example of a complete CRITICAL alert: 
 

 
 
Configuration Splunk: 
 
On the Windows Server 2019 server, Splunk is configured to: 
 

1.​ Listen to UDP 514 via inputs.conf: 
 

 
 

2.​ Parse the JSON automatically using INDEXED_EXTRACTIONS = json 
 

3.​ Custom dashboard displaying: 
 

●​ Timeline of events (last 24 hours) 
●​ Top 5 machines that generate alerts 
●​ Distribution of threat scores 
●​ List of CRITICAL incidents with drill-down 

 
4.​ Automatic alerts configured: 

 
●​ Email SOC if 3+ CRITICAL within 1 hour 
●​ SMS manager if network isolation is enabled 
●​ Self-created ServiceNow ticket for investigation 
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Advantages of the approach: 
 

●​ Centralized visibility: SOC analysts see all endpoints from a single dashboard 
●​ Correlation: Splunk can detect distributed attack patterns (e.g., same hash 

detected on 5 machines = campaign) 
●​ Traceability: All events are indexed with precise timestamps for post-incident 

forensics 
●​ Compliance: Splunk logs constitute auditable evidence for regulatory 

compliance (GDPR, PCI-DSS). 
 
 

III. IMPLEMENTATION AND VALIDATION 
 

●​A. Development and implementation 
 

1. Sprint development phase 
 
The development took place in four two-week sprints with incremental delivery of testable 
features. 
 
Sprint 1 - USB detection and signature database (Weeks 1-2): 
 
The first phase established the foundations of the system with the implementation of WMI 
monitoring. The Win32_VolumeChangeEvent class with EventType=2 was identified as the 
optimal entry point for detecting USB insertions with a latency measured at 350 milliseconds 
on average, far exceeding the target of one second. 
 
Extracting metadata via Win32_LogicalDisk required careful exception handling because 
some devices (empty card readers, corrupted volumes) do not return all properties. The 
solution adopted uses default values ​​("UNKNOWN", "No label") to prevent crashes. 
 
The blacklist hash database was implemented in a plain text format, allowing for manual 
editing and bulk import. An external threat intelligence feed was integrated, bringing the total 
to 1,034,693 SHA-256 signatures, transforming PortGuardian from an educational prototype 
into a production-ready system comparable to commercial antivirus software. 
 
 
 
 
Sprint 2 - Multi-layered forensic engine (Weeks 3-4): 
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This phase constituted the technical core of the project with the implementation of the six 
detection layers. 
 
The Shannon entropy calculation required performance optimizations. The initial analysis of 
the entire file generated prohibitively long delays for large files. The final solution analyzes a 
representative 100 KB sample, reducing the analysis time from 15 seconds to 200 
milliseconds per file without significant loss of accuracy. 
 
File extension mismatch detection revealed an interesting edge case: modern Office files 
(DOCX, XLSX) use the ZIP format but with specific extensions. A whitelist of legitimate 
ZIP extensions was added to eliminate these false positives. 
 
Analyzing PE imports by searching for patterns in the binary is a pragmatic approach that 
avoids reliance on cumbersome libraries like pefile. This simple method effectively detects 
dangerous APIs with a false negative rate of less than 10%, according to tests. 
 
The scoring system was empirically calibrated after testing on 200 samples (100 malware 
samples from VirusTotal, 100 legitimate files). The final thresholds (85 for CRITICAL, 60 
for WARN) offer the best compromise between detection (95%+) and false positives (< 5%). 
 
Sprint 3 - Automated Response and Splunk Integration (Weeks 5-6): 
 
Implementing automatic USB ejection required combining two Windows mechanisms: 
mountvol for unmounting the volume and diskpart for removing the logical drive. This 
redundancy ensures ejection even with open files or blocking processes, achieving a 98% 
success rate in testing. 
 
Triple-layer network isolation was the most technically complex feature. The initial version, 
which only blocked through Windows Firewall, could be bypassed by a user with 
administrator privileges who disabled the firewall. The final version combines three 
independent mechanisms, guaranteeing isolation even against a specific user. 
 
The Splunk Enterprise integration required the installation of a dedicated Windows Server 
2019 server. The Splunk configuration included the creation of a dedicated "security" index, 
automatic JSON parsing via sourcetype, and the creation of custom dashboards with real-time 
visualizations. Intelligent filtering (only WARN/CRITICAL) was implemented client-side to 
reduce the load on the SIEM, an approach recommended by Splunk best practices. 
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Sprint 4 - Finalization and documentation (Weeks 7-8): 
 
The final phase focused on polishing the user interface and creating comprehensive 
documentation. The PyQt6 interface was redesigned with a professional dark theme inspired 
by modern security tools (Metasploit, Burp Suite). Syntactic color-coding of logs (green for 
success, red for critical, orange for warning) significantly improves readability. 
 
The SOC Admin password-protected recovery mechanism provides essential protection 
against unauthorized users attempting to bypass isolation. An additional confirmation dialog 
with a checklist (USB removed, threats eliminated, incident documented) forces the 
administrator to consciously validate their decision. 
 
User testing with three system administrators revealed an average System Usability Scale 
(SUS) score of 78/100, indicating excellent usability. Qualitative feedback highlighted the 
clarity of the alert messages and the relevance of the information displayed. 
 

2. Key functionalities implemented 
 
Main interface and real-time monitoring: 
 
The user interface provides complete visibility into the system status in real time. 
 
[FIGURE 1 - Main interface at startup] 
 
 

 
 
Figure 1: PortGuardian Enterprise main interface showing the system ready with 1,034,693 
signatures loaded. The console displays the startup messages confirming 
Activation of the multi-layer engine, Splunk integration, and WMI monitoring. 
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As illustrated in Figure 1, the startup interface confirms the loading of 1,034,693 signatures, a 
figure demonstrating the system's production-ready capability. This volume of signatures, 
comparable to commercial databases, was obtained by integrating an external threat 
intelligence feed that enriched the initial demonstration database. 
 
The green status banner "✓ SYSTEM SECURE | MONITORING ACTIVE" clearly 
indicates the system's operational status. The "Reload DB" and "Open DB" buttons allow for 
dynamic management of the signature database without restarting the service. 
 
Signature database: 
 
[FIGURE 2 - Fichier hash_blacklist.txt] 
 

 
 
Figure 2: SHA-256 signature database in plain text format. This format allows for manual 
editing and bulk import of OSINT feeds. The file contains over one million hashes of known 
malware from multiple sources. 
 
Figure 2 shows the database structure. The simple text format (one hash per line) facilitates 
administration and automation via scripts. Lines beginning with "#" are comments ignored 
during parsing, allowing for inline documentation. 
 
This database can be enriched by: 
 

●​ Manual import of hashes from incident reports 
●​ OSINT feeds such as AlienVault OTX, Abuse.ch, MISP 
●​ Collaborative sharing between organizations via threat intelligence platforms 
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●​ Automatic extraction of hashes detected on other endpoints 
 

The "Reload DB" button on the interface allows for hot reloading after adding new hashes, 
preventing interruption of monitoring. 
 
Automated detection and response: 
 
[FIGURE 3 - Malware detection and automatic isolation] 
 

 
 
Figure 3: Detection of critical malware (trojan_gen.exe) triggering the full automated 
response. The console shows the analysis of the 5 files present on the USB drive, the 
signature-matching detection, the device ejection, and the network isolation. The popup 
displays the incident report with trace ID 73F58F12. 
 
Figure 3 illustrates the most critical scenario: the detection of known malware. Several key 
elements are visible: 
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In the console (left panel): 
 

●​ Incident ID 73F58F12 is assigned for cross-system traceability 
●​ The 5 files are analyzed sequentially (eicar.com, malicious.ps1, safe_document.txt, 

trojan_gen.exe, desktop.ini) 
●​ The hash of the suspicious file is calculated and matched against the signature 

database. 
●​ A [CRITICAL] MALWARE alert has been issued: Signature match! 
●​ The threat score reaches 100/100 (absolute certainty) 
●​ Automatic ejection successful: [SUCCESS] ✓ Drive E: ejected! 
●​ L'isolation réseau s'active: **[SUCCESS] ✓ Network isolated! ** 

 
The status banner (top): 
 

●​ Changes from green to bright red 
●​ Le message change en "⚠️ NETWORK ISOLATED - THREAT CONTAINED" 
●​ The "🔓 RESTORE NETWORK" button appears automatically 

 
The alert popup (right): 
 

●​ Titre explicite: "MALWARE DETECTED - CONTAINMENT ACTIVE" 
●​ Incident ID for correlation: 73F58F12 
●​ Number of critical threats: 1 
●​ Offending file: trojan_gen.exe 
●​ Score: 100/100 
●​ Hash SHA-256 (truncated): 90a137d7465aec.. . 
●​ Reasons for detection: Signature Match | Suspicious filename: trojan 
●​ Visual confirmations with checkmarks: 

       ✓ Drive ejected 
       ✓ Network isolated 
       ✓ Splunk alerted 

●​ Instruction claire: "Remove USB and scan system!" 
 

This entire sequence takes place in less than 5 seconds between device insertion and total 
isolation, minimizing the window of opportunity for an attacker. 
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Safe catering: 
 
[FIGURE 4 - SOC Admin Authentication for Restoration] 
 

 
 

 
Figure 4: SOC Admin authentication dialog required to restore network connectivity. This 
protection prevents unauthorized users from bypassing the security isolation. 
 
Figure 4 shows the security mechanism protecting network restoration. Without the 
configured SOC Admin password (TESTSEC123 in the test environment, modifiable in 
production), no user can break the isolation, even with local Windows administrator 
privileges. 
 
This approach ensures that only trained and authorized SOC analysts can restore connectivity 
after: 
 

●​ The threat has been eliminated. 
●​ Physically removed the infected device 
●​ The incident was documented in the ticketing system. 
●​ Performed a full antivirus scan of the host system 
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Splunk Enterprise Integration: 
 
[FIGURE 5 - PortGuardian Events in Splunk] 
 

 
 
Figure 5: Splunk Enterprise Dashboard showing the four events generated by incident 
73F58F12. The JSON fields are correctly parsed (host, source, severity, incident_id, 
file_hash, threat_score) allowing advanced searches and cross-endpoint correlations. 
 
Figure 5 demonstrates operational Splunk integration with four correlated events: 
 
 
 
 
Event 1 (bottom): 
 

●​ Severity: WARN 
●​ Message: "Unauthorized USB Detected: E:" 
●​ Action: device_inserted 
●​ Metadata: drive=E:, serial=E8514248, size_gb=0.1 

 
Event 2: 
 

●​ Severity: CRITICAL 
●​ Message: "Malware: trojan_gen.exe" 
●​ Action: threat_detected 
●​ Incident ID: 73F58F12 (correlation with popup Figure 3!) 
●​ File hash: 

90a137d7465aec1d570a299890d958467ea422744debbaa84a385f8ec0558ba4 
●​ Threat score: 100 
●​ Detection methods: hash, filename (visible in the JSON) 
●​ Entropy: 3.32 
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Event 3: 
 

●​ Severity: CRITICAL 
●​ Message: "Scan Complete: 1 Critical Threats" 
●​ Action: scan_complete 
●​ Critical_threats: 1 
●​ Files_scanned: 5 
●​ Duration_sec: 0 (extremely fast) 

 
Event 4 (top): 
 

●​ Severity: CRITICAL 
●​ Message: "USB Drive E: Ejected" 
●​ Action: usb_eject 
●​ Status: success 

 
Advantages of this integration: 
 

●​ Centralized visibility: SOC analysts monitor all Windows 10 endpoints from a single 
dashboard 

●​ Incident correlation: Splunk can detect if the same hash (90a137d7465.. .) appears on 
multiple machines, indicating a targeted campaign 

●​ Forensic investigations: SPL allows complex queries such as source="PortGuardian" 
threat_score>90 | stats count by file_hash to identify the most frequently detected 
malware. 

●​ Automated alerting: Splunk rules can trigger email/SMS notifications if 3+ 
CRITICAL incidents occur within one hour 

●​ Compliance: Indexed logs constitute auditable evidence for GDPR/ISO27001 
compliance 
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Technical proof of network isolation: 
 
[FIGURE 6 - Checking Windows Firewall rules] 
 

 
 
Figure 6: Netsh command confirming the presence of the "PG_Isolation" firewall rule in 
blocking mode. This technical proof validates that network isolation is indeed active at the 
system level. 
 
Figure 6 provides irrefutable technical proof of network isolation via inspection of Windows 
Firewall rules. 
 
Rule analysis: 
 

●​ Rule Name: PG_Isolation (unique identifier) 
●​ Enabled: Yes (active rule) 
●​ Direction: Out (outbound traffic blocked) 
●​ Profiles: Domain, Private, Public (all network profiles covered) 
●​ Action: Block (total traffic blocking) 

 
This rule blocks all outgoing traffic regardless of destination, protocol, or port. Combined 
with the symmetrical PG_Isolation_In (In direction) rule and the physical disabling of 
network adapters, it guarantees airtight isolation. 
 
Verification via system command (netsh) rather than via Windows Firewall GUI 
demonstrates a rigorous forensic approach that is difficult to falsify. 
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3. Screenshots and demonstrations 
 
Complete test architecture: 
 
[FIGURE 7 - Dual-machine test environment] 
 
 

 
 
Figure 7: Test infrastructure showing the Windows 10 x64 client running PortGuardian (left) 
and the Windows Server 2019 server hosting Splunk Enterprise (right). This architecture 
accurately represents a real-world SMB environment. 
 
Figure 7 illustrates the complete technical infrastructure deployed for development and 
testing. 
 
Windows 10 x64 client (left): 
 

●​ Runs PortGuardian Enterprise as an endpoint agent 
●​ Member of the domain with standard group strategies 
●​ Connected to network 192.168.1.0/24 
●​ Simulates a typical enterprise user workstation 

 
Windows Server 2019 (right): 
 

●​ Hosts Splunk Enterprise 9.x 
●​ Static IP address 192.168.1.50 
●​ Listening on UDP 514 for Syslog reception 
●​ Monitoring dashboard visible in the browser 
●​ Dedicated 100 GB storage for log indexing 
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 Communication Flow: 
 
The conceptual arrows illustrate the unidirectional flow: client agents send 
WARN/CRITICAL alerts to the Splunk server via UDP. This push architecture ensures that a 
client compromise does not allow an attack on the SIEM (no return connection). 
 
This dual-machine configuration accurately represents an SME environment where a central 
server monitors several dozen client workstations. The lack of excessive complexity (no 
redundancy, clustering, load balancing) reflects the budgetary and human resource constraints 
of small organizations. 
 
Summary of demonstrated features: 
 
The seven screenshots comprehensively demonstrate the system's capabilities: 
 

●​ Real-time detection < 1 second (Figure 1) 
●​  Base de signatures enterprise-grade 1M+ hash (Figures 1, 2) 
●​ Multi-layer engine with 6 complementary techniques (Figure 3) 
●​ Automatic ejection of the infected device (Figure 3) 
●​ Triple-layer network insulation verified (Figures 3, 6) 
●​ Splunk integration with incident correlation (Figure 5) 
●​ Securing the restoration process through authentication (Figure 4) 
●​ Professional client-server architecture (Figure 7) 

 

●​B. Testing and validating 
 

1. Performance and reliability tests 
 
USB detection tests: 
 
One hundred rapid insertions/removals of various devices (USB 2.0 and 3.0 flash drives, 
external hard drives, and smartphones in storage mode) validated the robustness of the WMI 
monitoring. The average detection time, measured at 350 milliseconds (standard deviation 
120 ms), far exceeded the initial target of one second. No crashes or false negatives were 
observed, confirming the stability of the WMI mechanism even under load. 
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Performance tests of the forensic engine: 
 

 
 
The stable throughput of around 14 MB/s indicates good scalability of the analysis engine. 
Future parallelization could multiply this throughput by the number of available CPU cores. 
 
Splunk reliability tests: 
 
One thousand alerts were generated synthetically to validate the reliability of UDP transport. 
Results: 
 

●​ 998 messages received by Splunk (99.8% reliability) 
●​ 2 packets lost (0.2%), acceptable rate for UDP 
●​ Average latency: 12 milliseconds (Gigabit local network) 
●​ Maximum latency: 87 milliseconds (Splunk peak load) 

 
The loss of 2 packets out of 1000 is negligible because local logs (incidents.log) provide 
complete redundancy. Sub-100ms latency ensures near real-time visibility for SOC analysts. 
 
Network insulation tests: 
 
Thirty isolation tests were performed on three different Windows builds (Windows 10 1909, 
21H2, and Windows 11 22H2) with 100% success. Post-isolation validation via ping test 
confirms the effective blocking. 
 

 
 
The isolation survives a system reboot, ensuring that containment persists even if the user 
forces a reboot. 
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2. Safety and robustness tests 
 
Workaround tests: 
 
Several workaround scenarios were tested to validate the system's resilience: 
 

 
 
The last two scenarios require additional mitigations in a production environment: installation 
as a Windows service with automatic startup, and GPO configuration preventing booting into 
safe mode without authorization. 
 
Tests d'injection: 
 
Files with malformed names were tested to validate robustness against injection attacks: 
 

 
 
No SQL injection, directory traversal or null byte vulnerabilities were identified thanks to the 
systematic use of Python's Path API which automatically normalizes paths. 
 
Denial-of-service tests: 
 
A USB drive containing 50,000 tiny files (a breadth attack) resulted in a scan time of 45 
minutes, during which the interface remained responsive thanks to threading. A configurable 
limit of 10,000 files could be added in production to prevent this problematic scenario. 
 
False positive tests: 
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Two hundred legitimate files of various types (installers, archives, Office documents, images, 
videos) were analyzed. Results: 
 

●​ 190 files classified as CLEAN (95%) 
●​ 8 files classified as WARN (4%) - high-entropy compressed installers 
●​ 2 files classified as CRITICAL (1%) - false positives on system tools (PsExec) 

 
The 1% false positive rate is acceptable. The system tools that trigger alerts (PsExec, 
Mimikatz) can indeed be used for malicious purposes and warrant investigation, even if 
legitimate in certain contexts. 
 

●​ C. Contributions and difficulties 
 
1. Technical skills acquired 
 
This project enabled the acquisition of technical skills that can be directly applied 
professionally. 
 
Advanced Windows system administration: 
 
Proficiency in Windows Management Instrumentation is a rare and sought-after skill. The 
ability to query WMI via WQL queries, implement real-time event watchers, and manage 
complex timeouts and exceptions opens up extensive automation opportunities: monitoring 
software installations (Win32_Product), detecting configuration changes (Win32_Registry), 
monitoring suspicious processes (Win32_Process), and auditing network connections 
(Win32_NetworkConnection). 
 
Advanced manipulation of the Windows firewall via netsh and programmatic disabling of 
network adapters demonstrate a deep understanding of Windows network architecture, an 
essential skill for any Windows system administrator or security engineer position. 
 
SIEM integration and monitoring protocols: 
 
Understanding the Syslog RFC 5424 protocol with priority calculation (facility * 8 + 
severity), ISO 8601 UTC timestamp formatting and JSON message structuring provides a 
solid basis for integration with any SIEM on the market (Splunk, QRadar, LogRhythm, ELK 
Stack, Graylog). 
 
Hands-on experience with Splunk Enterprise, including configuring UDP inputs, creating 
dedicated indexes, developing complex SPL queries, and designing custom dashboards, 
directly prepares you for a junior SOC analyst or SIEM engineer position. 
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Malware detection and threat intelligence: 
 
Understanding multi-layered detection techniques (signatures, heuristics, behavioral analysis, 
entropy) provides a solid foundation for a career in threat detection. The ability to analyze PE 
files, extract IOCs, calculate risk scores, and classify threats directly corresponds to the daily 
tasks of a threat hunter or malware analyst. 
 
The integration of an external threat intelligence database with management of more than one 
million signatures demonstrates the ability to operationalize OSINT feeds, a skill valued in 
cyber threat intelligence teams. 
 
Advanced Python development: 
 
Mastering threading via QThread to develop responsive GUI applications, using signals/slots 
for thread-safe inter-thread communication, rigorously handling exceptions and edge cases, 
and developing professional user interfaces with PyQt6 are transferable skills applicable to 
any security or system administration tool development project. 
 
Project methodology: 
 
The rigorous application of an Agile methodology with sprints, backlog, regular 
demonstrations and proactive risk management develops essential soft skills: planning ability, 
time management, technical communication with a supervisor, and adaptability to changing 
priorities. 
 

2. Difficulties encountered and solutions implemented 
 
Difficulty 1: Calibration of detection thresholds (Sprint 2) 
 
Problem: The initial tests generated a false positive rate of 30%, mainly on legitimate 
compressed files (installers, archives) whose high entropy (> 7.5) systematically triggered 
alerts. 
 
Initial attempts: Increasing the entropy threshold to 7.8 reduces false positives but 
dangerously increases false negatives, and disabling detection by entropy (unacceptable 
because many packaged malware would be missed). 
Final solution: Implementation of a weighted scoring system rather than binary thresholds, 
with empirical calibration on 200 samples (100 VirusTotal malware samples + 100 legitimate 
files). The final thresholds (entropy > 7.2 = 70 points, CRITICAL threshold at 85 points) 
require the combination of several indicators to trigger isolation, reducing false positives to < 
5% without degrading detection. 
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Lesson learned: In cybersecurity, absolute thresholds generate too many false positives or 
false negatives. A multi-criteria approach with weighted scoring offers a better compromise, 
at the cost of increased complexity requiring rigorous empirical calibration. 
 
Difficulty 2: Reliability of USB ejection (Sprint 3) 
 
Problem: Ejecting via mountvol failed sporadically (success rate 60%) with a "Volume in 
use" error, particularly when Windows Explorer was displaying the device contents. 
 
Initial attempts: Forced closure of open handles via psutil (excessive complexity), 5 second 
waiting time before ejection (reducing responsiveness). 
 
Final solution: A combination of two redundant mechanisms (mountvol + diskpart) executed 
sequentially. If mountvol fails, diskpart with the "remove" command forces unmounting even 
with open handles. This approach achieves a 98% success rate, with the remaining 2% 
corresponding to extreme cases (faulty drivers, corrupted volumes) requiring manual 
removal. 
 
Lesson learned: Windows APIs for volume management have historically been fragile. 
Redundancy through multiple complementary mechanisms is the only reliable approach for 
critical operations. 
 
Difficulty 3: Scan performance on large devices (Sprint 2) 
 
Problem: The initial scan of an 8GB USB drive containing 1000 files took more than 15 
minutes, far exceeding the 60-second target and rendering the system unusable. 
 
Analysis: Profiling via cProfile revealed that 80% of the time was consumed by entropy 
calculations analyzing entire files. A 500 MB file required 12 seconds of calculation. 
 
Final solution: Analysis of a representative 100 KB sample from the beginning of the file 
rather than the entire file. This optimization reduces the analysis time to 200 ms per file 
without significant loss of accuracy (the entropy of packaged malware is uniform throughout 
the file). The total scan time is reduced to 9 minutes for 8 GB, meeting the objective. 
 
Future improvement: Parallelizing the scan via ThreadPoolExecutor Python would multiply 
the throughput by the number of CPU cores, potentially bringing the 8 GB scan down to 
under 3 minutes on a modern quad-core processor. 
 
Difficulty 4: Synchronizing GUI threads and WMI threads (Sprint 1) 
 
Problem: Initial attempts putting WMI logic in the main thread froze the interface while 
waiting for events (blocking while True loop). 
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Initial attempts: Very short WMI timeout (100ms) generating a CPU overhead of 40% with 
thousands of timeouts per second. 
 
Final solution: All WMI logic is moved to a separate QThread that communicates with the 
GUI thread via thread-safe PyQt6 signals. The timeout is optimized to 1000ms, offering a 
good compromise between responsiveness (maximum latency 1s) and CPU overhead (<2%). 
The `pyqtSignal(str)` signal for logs and `pyqtSignal(list, bool, str)` for scan results ensure 
smooth interface updates without ever blocking. 
 
Lesson learned: In GUI development, the golden rule is to never block the main thread. Any 
long-running operation (network I/O, heavy calculations, event waits) should be executed in 
separate threads with communication via thread-safe mechanisms (signals/slots, queues). 
 
Difficulty 5: Managing administrator privileges (Sprint 3) 
 
Problem: Critical operations (firewall modification, adapter disabling, USB ejection) silently 
failed when PortGuardian ran without administrator privileges, without a clear error message 
for the user. 
 
Final solution: Systematic privilege check at startup using 
`ctypes.windll.shell32.IsUserAnAdmin()`. If the application is not running in administrator 
mode, it automatically restarts via `ShellExecuteW` with the `runas` verb, triggering the 
Windows User Account Control (UAC) prompt. This transparent mechanism ensures that the 
application always runs with the necessary privileges. 
 
Before each critical operation, a double privilege check is performed with an explicit error 
message in case of failure, avoiding confusing silent situations for the user. 
 

3. Personal and professional assessment 
 
On a professional level: 
 
This project represents a concrete achievement that can be demonstrated during job 
interviews. The source code published on GitHub allows recruiters to directly assess the 
technical quality of the work. The modular architecture, comprehensive docstrings, rigorous 
error handling, and exhaustive testing demonstrate a level of professional maturity that 
surpasses junior development. 
 
Certification preparation has been significantly improved. The skills developed directly 
correspond to the areas assessed by CompTIA Security+ (section 4.0 Operations and Incident 
Response, 25% of the exam), GIAC Certified Incident Handler (automated incident response 
and forensics), and Certified Ethical Hacker (Malware Threats module). These certifications 
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are major differentiators in the cybersecurity job market, with salaries 15-25% higher 
according to Payscale studies. 
 
Integration with Splunk Enterprise, a dominant platform with 45% market share according to 
Gartner, significantly enhances employability. Splunk skills are explicitly required in 60% of 
SOC analyst job postings, according to a 2024 LinkedIn analysis. 
 
From a technical standpoint: 
 
Mastering multi-layered architecture develops essential systems thinking in cybersecurity. 
Understanding that no detection technique is perfect and that defense in depth, combining 
several complementary layers, is the only viable approach prepares one for complex 
architectural decisions in a professional environment. 
 
Managing a threat intelligence database of over a million signatures raises awareness of the 
challenges of scaling. Techniques for fast loading, indexing, and searching large volumes of 
data are transferable to many fields (big data, databases, caching). 
 
Understanding the trade-offs between performance and safety (entropy sampling, WMI 
timeout, Splunk filtering) fosters the pragmatism necessary in engineering. Theoretical 
perfection often has to give way to real-world constraints of response time and system 
resources. 
 
On a personal level: 
 
Managing an eight-week project independently, with end-to-end responsibility (design, 
development, testing, documentation), significantly strengthened my organizational and 
planning skills. The need to prioritize daily tasks such as features, bug fixes, and 
documentation developed a keen sense of time management. 
 
Perseverance in the face of technical difficulties has developed my resilience. The four days 
spent resolving the USB ejection instability (Difficulty 2) could have discouraged me. The 
systematic approach (problem analysis, search for alternative solutions, exhaustive testing) 
ultimately paid off, strengthening my confidence in my ability to overcome complex 
technical obstacles. 
 
Regular communication with the trainer improved my ability to explain complex technical 
concepts to different levels of expertise. Transforming a detailed technical explanation into an 
executive summary understandable by a non-specialist is an essential skill for progressing to 
managerial positions. 
 
Pride in a job well done is a powerful intrinsic motivator. Seeing the system automatically 
detect and isolate malware in real-world conditions, then observing the correlated event 
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appear in Splunk a few milliseconds later, generates intense professional satisfaction, 
validating weeks of effort. 
 
Career vision: 
 
This project confirms my focus on defensive cybersecurity, and more specifically on threat 
hunting, SOC analysis, and detection engineering. The satisfaction derived from developing 
the multi-layered engine and the SIEM integration indicates a strong interest in the technical 
aspects of security rather than governance/compliance. 
 
The next steps under consideration include: 
 

●​ Certification CompTIA Security+ 
●​ Advanced Splunk training via official Splunk Fundamentals courses and then Power 

User 
●​ Contributing to open source by publishing PortGuardian on GitHub and responding to 

issues 
●​ Technological monitoring of malware evasion techniques and detection 

countermeasures 
●​ Specialization in threat intelligence with training on MISP and OpenCTI platforms 

 
The medium-term ambition (3-5 years) would be to move towards a Detection Engineer 
position developing detection rules for SIEM/EDR, or a Threat Intelligence Analyst 
analyzing APT campaigns and producing actionable IOCs for defense teams. 
 
 

CONCLUSION 
 
Project summary 
 
Over eight weeks representing one hundred and sixty hours of work, I designed, developed 
and validated PortGuardian Enterprise v2.1, an automated USB threat detection and response 
system adapted to the constraints of SMEs. 
 
The system relies on a six-level, multi-layered detection architecture combining SHA-256 
hash signatures, filename heuristics, Shannon entropy analysis, extension mismatch 
detection, PE import analysis, and IOC extraction. This defense-in-depth approach enables 
the detection of both known malware via signatures and emerging threats through behavioral 
analysis. 
 
Key technical achievements include: 
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●​ Enterprise-grade threat intelligence database with 1,034,693 malware signatures, 
comparable to commercial solutions and demonstrating the system's ability to 
operationalize OSINT feeds at scale 
 

●​ Real-time detection with a latency of 350 milliseconds from USB insertion to alert, 
far exceeding the initial target of one second 
 

●​ Automatic ejection of infected devices with a 98% success rate, a rare feature even in 
high-end commercial EDRs 
 

●​ Triple-layer network isolation combining Windows Firewall rules, global policy 
modification, and physical disabling of adapters, ensuring airtight containment in less 
than five seconds 
 

●​ Splunk Enterprise integration with RFC 5424 Syslog protocol and intelligent filtering 
(WARN/CRITICAL only), achieving 99.8% transmission reliability and enabling 
centralized monitoring of multiple endpoints 
 

●​ Cross-system incident correlation via a unified incident ID appearing in application 
logs, GUI pop-ups, and Splunk events, facilitating forensic investigations 
 

●​ Securing the restore process via SOC Admin authentication, preventing unauthorized 
users from bypassing security isolation 

 
The professional test environment deployed with Windows 10 Pro clients and a Windows 
Server 2019 server hosting Splunk Enterprise demonstrates the ability to architect and 
administer a security infrastructure representative of a real SME. 
 

Response to the problem 
 
The initial question posed was:How can a network administrator automatically detect 
and contain USB threats in real time with a multi-layered approach, while centralizing 
alerts in an enterprise SIEM, and do so with limited resources? 
 
PortGuardian Enterprise provides a comprehensive and validated solution on several levels. 
 
From a technical point of view The system automatically detects USB insertions in 350 
milliseconds and fully automates the response from detection to isolation in under five 
seconds. The six-layer forensic engine achieves a detection rate exceeding 95% on test 
samples while maintaining a false positive rate below 5%, demonstrating the effectiveness of 
the multi-criteria approach with weighted scoring. 
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From a security standpoint Automatic ejection of the infected device, followed by 
triple-layer network isolation, effectively prevents lateral spread and data exfiltration. Bypass 
tests have validated the system's resilience against attempts at deactivation by unauthorized 
users. The window of opportunity for an attacker is reduced from several hours (traditional 
manual detection) to less than ten seconds (automated detection), drastically reducing the 
risk. 
 
In terms of integration The use of the standard Syslog protocol ensures compatibility with 
all SIEMs on the market. The Splunk integration, demonstrated with 99.8% reliability, 
enables centralized monitoring, cross-endpoint incident correlation, and the generation of 
audit reports compliant with regulatory requirements (GDPR, ISO 27001). Intelligent 
filtering, preventing SIEM overload with routine events, demonstrates a mature 
understanding of SOC operational constraints. 
 
From an economic standpoint The open-source approach eliminates recurring licensing 
costs, which can range from €27,000 to €42,000 annually for fifty endpoints with a 
commercial EDR solution. The absence of cloud dependency reduces operational costs and 
guarantees data sovereignty, a key criterion for regulated sectors (healthcare, defense, 
finance). 
 
On the operational level The simplicity of administration (configuration via text file, hot 
reloading, intuitive GUI interface with a SUS score of 78/100) makes the system accessible 
even to SMEs with small IT teams without advanced cybersecurity expertise. 
 

Limitations and prospects for development 
 
Identified limitations: 
 
Despite the convincing results, several limitations deserve to be highlighted with intellectual 
honesty. 
 
The reliance on signatures for primary detection means that entirely new (zero-day) malware 
with no match in the hash database will only be detected by secondary heuristic layers. While 
the other five layers provide significant protection, sophisticated malware optimized to 
bypass heuristics (low entropy via selective packing, consistent extension, obfuscated 
imports) could still go undetected. 
 
Limited Windows compatibility restricts applicability to mixed environments including Linux 
and macOS. Many modern SMEs use heterogeneous fleets requiring cross-platform 
protection. 
 
The lack of firmware-level detection of BadUSB attacks is an inherent limitation of the 
software approach. A reprogrammed device emulating a keyboard will not be detected by 
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Win32_VolumeChangeEvent monitoring because no volume is mounted. This threat requires 
additional hardware controls (physical port locks, AD policies disabling non-whitelisted HID 
devices). 
 
The 5% false positive rate, while acceptable, could still be improved. In a production 
environment with one hundred users inserting an average of two devices per day, this 
represents ten false alerts daily, potentially leading to SOC analyst fatigue and gradual 
desensitization. 
 
Priority areas for improvement: 
 
Several promising technical developments have been identified for future developments. 
 
Integrating machine learning for anomaly detection would represent a major advancement. A 
model trained on normal USB insertion behaviors (authorized devices, typical file types, 
usage times) would automatically detect statistical deviations indicating potential threats. 
Algorithms such as Isolation Forest or One-Class SVM are particularly well-suited to this 
challenge of unsupervised anomaly detection. 
 
Porting to Linux and macOS would significantly expand the potential market. The use of 
cross-platform technologies (udev on Linux for device detection, IOKit on macOS) would 
allow for a unified architecture with a common Python core and OS-specific adapters. This 
porting project would be ideal for a final-year internship or a master's thesis. 
 
Post-insertion behavioral analysis monitoring processes launched from the USB device would 
detect delayed-execution malware (droppers that deliver a payload to be executed later). 
Using the Win32_ProcessStartTrace API to correlate processes with their launch volumes 
would significantly enhance detection capabilities. 
 
Transforming to a client-server architecture would bring benefits for medium- to large-scale 
deployments. A central server aggregating events from all endpoints would facilitate overall 
monitoring, centralized management of whitelists and signatures, and the detection of 
distributed attack campaigns (the same hash detected on multiple machines). A web 
dashboard would replace the current local interface, providing real-time visibility for SOC 
teams. 
 
Integrating YARA rules would allow the search for specific patterns (characteristic opcode 
sequences, encoded strings, malicious data structures) without relying solely on full hashes. 
YARA is the de facto standard for threat hunting, and its integration would position 
PortGuardian as a professional tool. 
 
Long-term vision: 
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In the long term, PortGuardian could evolve into a collaborative defense community platform 
where organizations anonymously share detected malware hashes, creating a collective threat 
intelligence database that automatically grows. This model, inspired by distributed honeypot 
networks, would create a network effect where each participant benefits from the detections 
of all the others, drastically accelerating the response to new attack campaigns. 
 

 
Final Personal Reflection 
 
Beyond the technical achievements, this project marks a decisive step in my professional and 
personal development. 
 
In terms of skills I have acquired operational mastery of technologies and methodologies 
directly applicable in a professional environment: advanced Windows system administration 
(WMI, firewalls, network management), SIEM integration with Splunk Enterprise, Python 
development with threading and GUI, multi-layered malware detection, and Agile 
methodology with end-to-end project management. These skills provide a solid foundation 
for launching a career as a network administrator specializing in cybersecurity. 
 
In terms of trust The success of this ambitious project demonstrates my ability to manage 
complex development from start to finish, from architectural design to rigorous 
implementation and validation testing. This technical confidence is a major asset for 
approaching future professional challenges with peace of mind, free from imposter syndrome. 
 
In terms of vision This project solidified my focus on defensive cybersecurity, and more 
specifically on threat detection. The intellectual satisfaction derived from designing the 
multi-layered engine and observing the system operating in real-world conditions confirmed 
my calling for the technical aspects of security rather than governance or auditing. 
 
From an ethical standpoint This project reinforced my understanding of the responsibilities 
of a cybersecurity professional. The architectural decisions regarding the balance between 
security and usability, the management of false positives, and the protection of data collected 
by the system made me more aware of the constant ethical dilemmas in this field. 
Cybersecurity can never be an afterthought; it must be integrated from the design stage 
(security by design). 
 
In conclusion, PortGuardian Enterprise is not simply a functional software application 
meeting academic specifications. It is a concrete demonstration of my ability to design and 
implement innovative technical solutions that address real business needs with limited 
resources. It is also tangible proof of my passion for cybersecurity and my commitment to 
contributing to the security of information systems. 
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This project forms the foundation upon which I will build my professional career in the 
exciting and constantly evolving field of defensive cybersecurity. Threats evolve, attack 
techniques become more sophisticated, but the fundamental approach remains valid: defense 
in depth, maximum automation, and continuous improvement based on incident analysis. 
 
I am proud of the work accomplished and grateful to my instructor, Mr. Abdelmajid 
Lamkadam, for his rigorous guidance. This report marks the end of my training but the 
beginning of a career where each day will bring new technical challenges to overcome and 
new skills to acquire. 
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